Freguently Asked Questions
Regarding the HI PAA Privacy Rule

HIPAA and the Privacy Rule, Generally

Q: What isthe HIPAA Privacy Rule? What does it protect”

A: HIPAA stands for the Health Insurance Portability and Accountability Act. Itisa

Federal Law that was passed by Congress in 1996. There is a section of HIPAA
caled the Privacy Rule. The HIPAA Privacy Rule was enacted in order to protect
your privacy when it comes to your “protected health information” (also called
“PHI"). The HIPAA Privacy Rule goes into effect on April 14, 2003. This Privacy
Rule gives specific requirements and rules to health insurance organizations (such
as the State Hedlth Plan), health care providers and health care clearing houses
which they must follow in order to protect your PHI. Please Note: In these FAQs,
the State Health Plan will mainly discuss how HIPAA’s Privacy Rule affects you in
regards to the State Health Plan. The HIPAA Privacy Rule may also affect you in
regards to your health care providers. You should talk to your health care providers
about how this Rule will affect your relationship them.

Q: What is “protected health information” or “PHI"?

A: Protected health information, also called PHI, is (1) any information that can identify
you (2) which is used or held by a hedlth insurance organization (such as the State
Health Plan) or a health care provider. PHI includes information that may not seem
like health information. It includes such information as. your name, address, phone
number, date of admission or discharge, date of birth, email address or social
security number. Of course, things like your diagnosis or the kind of medication
you're taking is also PHI (if it identifies you). As a result of the HIPAA Privacy
Rule, there will be changes in how the State Health Plan is allowed to deal with
everyone, including you, your friends and family members, Hedth Benefit
Representatives — everyone.

How Does HIPAA Affect Me: New Procedures With the State Health Plan

Q: How does the HIPAA Privacy Rule affect me and how | deal with the State Health Plan and
its claims processor (Blue Cross and Blue Shield)?

A: First, the State Health Plan wants to point out that the HIPAA Privacy Rule does
not affect your coverage under the State Health Plan. However, as a result of this
Rule, the two biggest changes regarding how you deal with the State Health Plan
are. (1) the requirement that the State Health Plan receive your written
authorization before speaking to someone else about your PHI; and (2) verifying the
identity of the person asking for your PHI.
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Authorizations: Generdly, the State Hedlth Plan and its claims processor (Blue
Cross and Blue Shield) will require written authorization from you before they will
discuss your PHI with arother person. This written authorization must be on a
certain form. How you can receive a copy of the proper authorization form and
submit it to the State Health Plan is discussed later in these FAQs. Because of an
exception to the HIPAA Privacy Rule, the pharmacy benefit manager
(AdvancePCS) generdly will not require your written authorization before it will
discuss your PHI with another person. However, the pharmacy benefit manager
will ask the caller certain questions to make sure they are involved in your care.

Verification: The State Health Plan and its claims processor will ask for certain
information for verification purposes (i.e. confirm that the person the State Health
Plan is talking to is who they say they are).

When Do | Need a Written Authorization:

Q: First, what is an authorization?

A:

An authorization is when you give another person permission to receive and have
access to your PHI . You give this permission by signing an authorization form and
submitting it to the State Health Plan. How you can receive a copy of the proper
authorization form and submit it to the State Health Plan is discussed later in these
FAQs.

Q: Can my spouse, my friends or other family members receive my PHI from the State Health

Plan or its claims processor (Blue Cross and Blue Shield) without first submitting a written
authorization?

A: Generdly, no. In most cases, the State Health Plan and its claims processor will

require your written authorization before they will discuss your PHI with another
person, including spouses and friends.

Q: | am the parent of achild who isunder 18. Can | till find out about their PHI ?
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A:

In most cases, yes. Generaly, the HIPAA Privacy Rule alows a parent of a minor

child to continue to receive this child’ s PHI.



Q: | have a child over the age of 18 who is covered through me (I am responsible for their
dependant coverage). Can | still receive this child’s PHI?

A: Only in certain stuations. If you are the State Employee, Teacher or Retiree

member responsible for the coverage, you may receive payment information
regarding this child without an authorization. This includes how much is left to
meet your deductible or out of pocket expenses. However, you will need an
authorization to receive al nonpayment PHI regarding your adult child (a child
who is over the age of 18).

Q: Can the Health Benefit Representative (“HBR”) at my office receive my PHI without my
authorization?

A: For the most part, Health Benefit Representatives cannot receive your PHI unless you
given them authorization. Without your authorization, an HBR will not be able to do
such things as check the status of your claim or an appeal. Without an authorization,
the HBR is limited to receiving information regarding enrollment or eligibility (as a
part of their duties as an HBR).

Q: | have dependant coverage. Can | still receive payment information without an
authorization?

A: Yes. If you have dependant coverage, you may receive payment information without
an authorization. This includes how much is left to meet your deductible and out of
pocket expenses. To receive non-payment PHI, you will need an authorization.

Q: Can my dependants receive my PHI or other dependants’ PHI without an authorization?

A: Generdly, no. Your dependants cannot receive PHI about you or other dependants,
including payment information, without an authorization. However, in most cases the
parent (who is a dependant) of a minor child can receive the minor child’s PHI. See
the FAQ regarding minor children above.

Q: After | go to the doctor, will the doctor or the State Health Plan need my authorization before
the Plan will pay my doctor’s bill?

A: No. The State Health Plan will not need your authorization to pay your claims.
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Authorizing More Than One Person or an Entity

Q: | want to authorize more than one person to receive my PHI, should | put all of them on one
authorization form?

A: No. Use aseparate form for each person you would like to authorize to receive your
PHI.

Q: Can | authorize an entity rather than an individual to receive my PHI ?
A: Yes You may authorize a company, an organization, or a department within an

organization etc. to receive your PHI.

Old Authorizations and Non-HIPAA Authorizations

Q: | have previously given a written authorization to the State Health Plan and its claims
processor (Blue Cross and Blue Shield). This authorization was not on the new form
provided by the State Health Plan. Do | need to submit a new one?

A: Yes You need to submit a new authorization on the form provided by the State

Health Plan. Y ou can get a copy of this authorization form by down loading it from
the State Health Plan’s web site:  http://statehealthplan.state.nc.us’  Or, you may
call the customer service hotline at 1:800-422-4658 and request that a copy be
mailed to you.

Q: Do | haveto use the authorization form provided by the State Health Plan?

A: The State Health Plan recommends that you use this form. Your authorization must
meet certain requirements under the HIPAA Privacy Rule. The Plan has included
these requirements in its authorization form. If you do not use this authorization
form, the Plan may not be able to accept it.

How To Get an Authorization Form and Submit it to the Plan

Q: How can | get an authorization form?

A: To get a copy of the authorization form, you may down load it from the State

Health Plan web site:  http://statehealthplan.state.nc.us/. Or you may call the
customer service hotline at 1-800-422-4658 and request that a copy be mailed to
you.
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http://statehealthplan.state.nc.us/forms/forms_authorizerep.html
http://statehealthplan.state.nc.us

Q: Who do | send the form to?

A: First, read the authorization form carefully and fill out the entire form. If the entire
form is not filled out, the State Health Plan _may not be able to accept it (in other
words, the State Headlth Plan won't be able to give your PHI to the person you are
authorizing). Once you have filled out the entire authorization form, send it to:

Attn: HIPAA Privacy Officer

NC Teachers and State Employees Comprehensive Mgor

Medical Plan and NC Health Choice

4509 Creedmoor Road, Suite 102

Raleigh NC 27612-3813

The State Health Plan will forward your authorization to the appropriate claims
processors (Blue Cross and Blue Shield and Vaue Options).

Q: If authorization is received with wrong or incomplete information, will | be notified?
A: Yes. The State Health Plan will send you a letter stating the information was wrong
or incomplete. To avoid this, please read the authorization form carefully and fill
out the entire form.

Q: Can the authorization form be sent with electronic enrollment?

A: No. Enrollment forms and Authorization forms must be sent separately.

Power s of Attorney

Q; If | aready have avalid power of attorney on file, do | need to send in another one?

A: No. Aslong as the power of attorney is legally valid, the State Health Plan and its
claims processor will disclose PHI consistent with this power of attorney.

Verification: Information You Will Need When Calling the Plan

Q: When | call the State Health Plan or its claims processor (Blue Cross and Blue Shield) will
they ask for certain information to verify my identity (i.e. make sure | an who | say | am)?

A: Yes. If you call about your own PHI, the State Health Plan will ask you for certain
verification information. This process will be similar to when you call your credit

card company.
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Q: When the people | authorize call the State Health Plan or its or its claims processor (Blue
Cross and Blue Shield) will they ask for certain information to verify their identity (i.e.

make sure they are who they say they are)?

A: Yes. In order to verify their identity, the State Health Plan and its claims processor
will ask authorized persons certain questions. These questions will regard
information contained in the written authorization form you submitted. If you
choose, you may give a copy of this authorization form to the authorized person, so
that they have this information on hand when they call us.

No Reguirement to Give Health Benefit Representatives Authorization

Q: If | decide not to give the Health Benefit Representative (“HBR”) authorization to receive
my PHI, will this affect my coverage or my rights to make a claim or an appeal ?

A: No. Assisting with claims or an appeal is not a part of an HBR’s duties. Y ou are not
required to give an HBR, or anyone else, authorization to receive your PHI. This will
not affect any of your rights under the State Health Plan, including your coverage or
your right to make a claim or appeal. You may, of course, choose to give an HBR
authorization to assist with your claims or an appeal.

4/25/2003



